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Abstract

Background Teledentistry is applied in oral medicine to help dental practitioners and specialists manage complex
oral conditions. This scoping review aims to synthesize the available evidence regarding the technical requirements
and the provision of security services, as well as the recommendations on standard oral cavity photography methods
for using teledentistry in oral medicine.

Method The present scoping review was conducted in 2022 according to the Joanna Briggs Institute (JBI) manual.
Four databases were systematically searched, including ISI Web of Science, PubMed, Scopus, and ProQuest, from Janu-
ary 1999 to December 2021. After finalizing the search strategy, all the original articles, reviews, editorials, letters,
comments, and book chapters were included. All the dissertations uploaded in English with a full-text electronic file
were also included to achieve a comprehensive picture of the available literature. Two types of analysis were applied:
the quantitative descriptive analysis applying Excel 2016 and the qualitative thematic analysis using MAXQDA version
10.

Results The included papers were published during 1999-2021. Most of the included articles were from Brazil (n=9,
21.43%), India (n=6, 14.28%), the USA (n=6, 14.28%), and the UK (n=5, 11.90%). Social media usage as a teleden-
tistry platform increased considerably between 2019 and 2021. Teledentistry platforms have been classified into four
categories, including email, telephone, social network applications (WhatsApp, zoom, Google Meeting, Instagram,
line Application, Viber, and Messenger), and teledentistry systems (teledentistry systems, which were designed
specially to perform a teledentistry project). Teledentistry has been conducted to store and forward (n=15, 30.71%),
real-time (n=9, 21.43%), or both (n=12, 35.71%). According to the thematic results, basic technical requirements
have been categorized into four, including teledentistry platform, type of interactions, internet connection, and pho-
tography tool. Other thematic results demonstrate seven categories of recommendations, including general factors,
light, patient position, phone position, setting of a mobile phone camera, photo sending requirements, and photo
visualization.

Conclusion According to the results, over the past 7 years, especially during the COVID-19 pandemic, social network
applications such as WhatsApp and Zoom have been used more frequently. Also, photography recommendations
with a mobile phone camera depend on several factors such as general factors, light, patient position, phone position,
setting of the mobile phone camera, and photo-sending requirements. Given the increased use of mobile cameras
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for oral photography, these recommendations can help improve the quality of images and subsequently improve
the reliability of clinical decision-making in managing patients’ conditions.

Keywords Teledentistry, Oral medicine, Security services, Technological requirements

Background

Teledentistry is a telehealth subfield that focuses on
dentistry, derived from interactive tools, telecommu-
nications, and dentistry combinations [1]. The earliest
experiments in teledentistry involved the transmission of
radiographs and digital images for consultation purposes.
Over time, with the advent of high-speed internet and
video conferencing capabilities, teledentistry expanded to
include real-time remote examinations, diagnosis, treat-
ment planning, and even patient education [2, 3]. In the
field of oral medicine, dental practitioners and oral medi-
cine specialists use teledentistry to manage complex oral
conditions [4]. They also send clinical information, pho-
tos of oral lesions, and patient pathology samples using
communication technologies such as smartphones, tab-
lets, and computers to allow peers and other experts and
specialists at a distance to make an accurate decision
and get a second opinion [5, 6]. Teledentistry also pro-
vides an advantage for patients with oral lesions, as the
patient can consult a physician who is available remotely
and send photos of their lesions and information to them
for various purposes, such as diagnosis, treatment, and
follow-up [7-9]. Thus, teledentistry, through the appli-
cation of technological advances in oral and dental care
[10], supports early diagnosis, preventative treatments,
and early intervention that can help reduce the progres-
sion of most oral diseases [9].

In teledentistry communications, two crucial consid-
erations are the quality of photographs [11-14] and the
security of both communications and patient informa-
tion [15, 16]. Regarding photography, as there is no phys-
ical examination in teledentistry [17, 18], the accuracy of
diagnosis and decision-making depends on the quality of
the patient’s oral cavity pictures [15, 19]. Moreover, pho-
tography can be a valuable diagnostic tool [20] and plays
a significant role in helping the specialist better gauge the
risk of the lesion through the visualization of color, mar-
gins, size, texture, appearance, and site [13, 21]. They also
play an important role in documenting visual changes
over time and facilitating interdisciplinary collaboration
[13]. In this regard, several studies have focused on train-
ing to take photos and selecting the appropriate tools
for photography [13, 15, 18]. The security issue in tel-
edentistry arises from the transferring of medical histo-
ries and records and general security issues of electronic
information stored in computers and mobile devices [3,
22]. Physicians, dentists, and dental clinics engaged in

teledentistry must make every effort to ensure the confi-
dentiality of dental information, patient privacy, and the
security of their systems and any data they may transmit
[23]. Therefore, data protection and other policies and
procedural measures designed to protect patient data
privacy and confidentiality are essential for teledentistry
(16, 24].

To date and to the best of our knowledge, there are no
comprehensive studies regarding the technical aspects,
security services, and recommendations for taking pho-
tos of the oral cavity to implement teledentistry in oral
medicine. At the same time, concerning the importance
of oral photography in teledentistry, particularly in the
field of oral medicine and in compliance with security
policies in the implementation of teledentistry, there is a
decisive necessity to produce an accurate update and reli-
able evidence for clinical decision makers. Therefore, this
scoping review was conducted to synthesize the available
evidence regarding the technical requirements, the pro-
vision of security services, and the recommendations on
standard oral cavity photography methods for using tel-
edentistry in oral medicine.

Method

This scoping review followed Arksey and O’Malley’s
framework [25] and the Joanna Briggs Institute (JBI)
guideline [26] in 2022. The following six steps have been
taken for this scoping review: identifying research ques-
tions, recognizing relevant studies, selecting relevant
studies, charting the data, collating, summarizing, and
reporting the results, and consultation as an optional
step.

Identifying research questions

The main research question was “What is the state of the
technical aspects of applying teledentistry in the field of
oral medicine?”. Three key objectives were then defined
as follows:

1- To identify teledentistry’s basic technical require-
ments for applying teledentistry in oral medicine.

2- To identify security services for applying teleden-
tistry in oral medicine.

3- To identify the photography recommendation for
applying teledentistry in oral medicine.
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The research questions cover the population, the con-
cept, and the context (PCC), per JBI guidelines [26].
According to the research question, the population was
limited to all the publications about teledentistry in oral
medicine, a branch of dentistry specializing in diagnos-
ing, treating, and managing oral diseases and conditions
that impact the oral and maxillofacial region. The con-
cept included all basic technical requirements for the
application of teledentistry, recommendations or facili-
tating factors in photographing oral lesions for achieving
high-quality photos, and security services that help apply
teledentistry. Also, the context of all the technical factors
related to patients, the clinics, and dental hospitals that
use teledentistry in oral medicine. This involved consid-
ering basic technical aspects and considerations relevant
to implementing and operating teledentistry services
within these settings.

Identifying relevant studies

The literature search included the following four data-
bases: ISI Web of Science, PubMed, Scopus, and Pro-
Quest. The search timeline was defined from January
1999 to December 2021. We selected 1999 as an initial
year based on the results of a published systematic review
[20]. Another reason for choosing this year to limit the
search was that the most important and relevant field of
study was retrieved in 1999. EndNote reference manager
version X8.1 (Clarivate Analytics, Philadelphia, PA, USA)
was used to manage the retrieved references. The final
search strategy of the scoping review is indicated in the
Supplementary material 1: Table S1.

Defining a relevant study selection

The inclusion criteria comprised all original articles,
narrative reviews, editorials, letters, comments, book
chapters, and dissertations in English and a full-text
electronic file. These categories of publications were
included to provide a comprehensive perspective on all
narrative and qualitative results, highlighting the funda-
mental technical requirements for implementing teleden-
tistry in oral medicine. The exclusion criteria were then
defined to exclude the systematic reviews and studies
about oral pathology, oral and maxillofacial surgery, and
dental caries were excluded. After searching the stud-
ies from the four mentioned databases, the studies were
independently reviewed and screened by two research
team members (FN and PB) in three steps title, abstract,
and then the full text of the articles. Another researcher
(AB) screened the full text of the studies based on PCC
and the review’s research question and objectives to
ensure the eligibility of the included full texts. Figure 1
illustrates the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) flow diagram for
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the scoping review process [27], a narrative description
of the search decision process along with the search deci-
sion flowchart.

Charting the data

At this step, the list of studies was jointly compiled by
two research team members (FN and PB). Therefore, the
first author’s name, country of origin, year of publication,
the aim of the study;, its design, setting, population, meth-
odology, and main findings were extracted and charted in
the data extraction form using Microsoft Excel.

Collating, summarizing, and reporting the results

In order to categorize and summarize the data, we used
qualitative thematic analysis. Two researchers indepen-
dently integrated and synthesized the papers for qualita-
tive thematic analysis to answer the study questions. The
thematic analysis was used via six steps: (1) familiariza-
tion with data, (2) initial coding, (3) finding themes, (4)
reviewing themes, (5) defining and naming themes, and
(6) producing a report [28].

In the first step, data extracted from the full text of the
articles included were read repeatedly to familiarize with
the data collected. In the second step, the extracted data
were arranged into a table of initial codes with appro-
priate labels. In this step, similar meaningful units were
given the same codes. The third stage consisted of incor-
porating the initial codes into the final codes. The fourth
step consisted of two stages: reviewing themes, including
coded summaries to consider their validity for the origi-
nal data set, and refining the themes to make them more
precise and a better typical example of the data. In the
fifth step, themes have been carefully identified to ensure
they provide a complete depiction of the main concepts.
In the final step, the themes were tabulated and reported
technical requirements, security services, and photogra-
phy recommendations for applying teledentistry in oral
medicine. Excel was used for quantitative analysis, and
MAXQDA version 10 was applied for qualitative analysis.

Consultation (optional)

To ensure the rigor and reliability of the findings [28], the
research team discussed the final synthesized themes and
initial workflow for teledentistry in oral medicine in a vir-
tual mini-expert panel. The panel included four experi-
enced participants in digital health dentistry.

Result

Results of the study are demonstrated in two parts: first,
the description of the characteristics of the included
studies and then the results of the thematic analysis to
identify technical requirements for the application of tel-
edentistry, mobile phone photography recommendations,
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and security services for applying teledentistry in the
field of oral medicine.

Part 1: characteristics of the included studies
A final selection of 42 studies was included in the scop-
ing review. Figure 1 illustrates the PRISMA flow diagram
for the scoping review process. Of 42 articles, 16 (38.1%)
were published in 2021 (Fig. 2). Most of the included
articles were from Brazil (=9, 21.43%), India (n=6,
14.28%), the USA (n=6, 14.28%), and the UK (n=5,
11.90%) (Fig. 3). Supplementary material 1: Table S2
shows the characteristics of these included articles.
According to the publication outcomes, most of the
articles were designed to describe the applications of tel-
edentistry (n=17, 40.48%). The rest, respectively, were
designed to identify the feasibility (n=12, 28.57%), par-
ticipants’ view (n=5, 11.90%), describe or development

18
16
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10

Number of publications
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of a teledentistry system (n=4, 9.52%), recommenda-
tion (n=2, 4.76%), challenges (n=1, 2.38%), and usability
(n=1, 2.38%). Two of these studies examined both par-
ticipants’ views and feasibility.

Part 2: thematic analysis

Basic technical requirements for the application

of teledentistry

Basic technical requirements have been categorized into
teledentistry platform, type of interactions, internet con-
nection, and photography tool. Each category is eluci-
dated in Table 1.

Teledentistry platform

The results show that social media usage as a teleden-
tistry platform increased considerably between 2019 and
2021. Teledentistry platforms have been classified into

1999 2008 2009 2010 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Year of publication

Fig. 2 Distribution of the included articles according to the studies publication year

number of publication

T
9

Powered by Bing

© Australian Bureau of Statistics, GeoNames, Microsoft, Navinfo, OpenStreetMap, TomTom, Zenrin

Fig. 3 Distribution of the included articles according to their continent and country
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Table 1 The basic technical requirements for applying teledentistry in oral medicine

Main themes

Sub-themes

1. Teledentistry platform

2. Type of interactions

3. Internet connection
4. Photography tool

- Email [29-32]

- Telephone [33, 34]

- Social network applications [6-8, 24, 35-42]

- Special teledentistry system [11, 14, 15, 19, 43-53]

- Store and forward '[11, 14, 15, 19, 29-32, 38, 39, 41, 49, 52, 54]
- Realtime [7, 8, 17, 33, 34, 36, 37,44, 55]

- Both [16, 24, 35, 40, 43, 45, 47,48, 50, 51, 53]

- Wi-Fi [41, 49], mobile data [45], GPRS [49]

- Mobile phone camera [7,8, 11-13, 15,17, 19, 24, 29, 35, 39, 40,
42,45,46,48,49, 52-54, 56, 571

- Digital camera [13]
- Intra-oral camera with Fluorescent Aids [41] or without [14, 43]

four categories, including email, telephone, social net-
work applications (WhatsApp, zoom, Google Meeting,
Instagram, line Application, Viber, and Messenger), and
teledentistry systems (teledentistry systems, which were
designed specialty to perform a teledentistry project). Of
the 42 studies, 6 did not mention the type of teledentistry
platform. In addition, most of the papers reported using
the particular teledentistry system (n=15) and social
networks (n=13). Also, WhatsApp (n=9) was used the
most among social networks.

Type of interactions

Teledentistry has been conducted to store and forward
(n=15, 30.71%), real-time (n=9, 21.43%), or both (=12,
35.71%). This item has yet to be reported in 6 articles.

Photography tool.

As mentioned in Table 1, there are three types of pho-
tography tools. The results show that mobile phone cam-
eras (n=24, 57.14%) were used more than others. Also,
digital and intraoral cameras were used (n=4, 9.57%),
(n=3, 7.14%). The photographic tool should have been
documented in 11 studies.

Photography recommendations.

We have identified a few recommendations for pho-
tography by mobile phone camera of the oral cavity in
teledentistry. These factors were classified into seven
categories: general factors, light, patient position, phone
position, setting of the mobile phone camera, photo-
sending requirements, and photo visualization (Table 2).

Security services in teledentistry

One of the requirements of teledentistry projects is
security services. As shown in Table 3, security services
have been categorized into seven themes, including
confidentiality, authentication, integrity, access control,

availability, patient consent, privacy, and security control
of devices and media.

Workflow for applying teledentistry in the field of oral
medicine

According to the results of the present study, the work-
flow for applying teledentistry in oral medicine has
been drawn based on two common platforms, such as
unique teledentistry systems and social network applica-
tions (Fig. 4). In this regard, patients with oral medicine
conditions are in healthcare settings or at home. In the
healthcare setting, patients are examined by a healthcare
provider. Then if the patient’s condition is complicated,
healthcare providers communicate with the remote oral
medicine specialist for various teledentistry services.
Also, unique teledentistry systems or social network
applications are used to communicate with remote spe-
cialists in-store and forward or real-time. On the other
hand, when the patient is at home for various reasons
such as visits, monitoring, etc., s/he communicates with
a remote specialist via social network applications. Also,
the patient can contact remote healthcare providers for
tele-triage from home. Moreover, one of the methods
of screening for oral cancer that studies have used is
that healthcare providers visit the patient at home, then
record the information via the system’s user interface and
send it to the remote specialist. In this workflow, security
services are applied at various stages, such as user login
to the system, registration, and transfer of patient infor-
mation in the teledentistry process.

Discussion

According to the results of the thematic analysis, among
the four categories of teledentistry; unique teledentistry
systems and social networks have been reported by stud-
ies more often than others. As for unique teledentistry
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Table 2 Recommendations for taking a photo of the oral cavity by mobile phone in teledentistry

Factors

Description

General factors

Light

Patient position

Phone position

The patient can seek the assistance of others to take pictures as much as possible [13]

Patients must clean their hands prior to taking a photograph [13]

If dentists take a photo, they must wear gloves without powder during photography [15]

Cleaning the smartphone screen [15], Do not put any covering on the phone [15]

Protocol regarding number, angles, or views for clinical photos (depends on the location of the lesion and its size)
[15]

A photograph of the lesion must be taken before undertaking to consistently document the rest of the oral cavity
(31]

Choose a site with adequate illumination [13]

Using natural light, but not direct sunlighting [15]

For dental clinics use an extra source of light from the dental chair [12]

Avoiding overexposed [12, 15, 51], Avoiding underexposed [12, 15, 51]

Using artificial illumination if the mobile phone camera flash is not in forced mode [12]

For selfie photos:

Use the mirror to control the alignment [12]

Standing right in front of the mirror(1 m from the mirror) [12]

The lens must be on the level (height) of the mouth and well forward [12]

Do not move the mobile phone and head simultaneously for overall framing [12]

Watch the screen in the mirror while taking a photograph not the lens [12]

Moving tongue to the side opposite the area to be photographed for pictures of the interior of the lower jaw [12]
For taking photo by others:

The patient sits across from the person [12], using their smartphone screen to frame the picture [12]

For taking a photo outside of the jaw:
Keep the camera sufficiently far from the mouth to frame the entire jaw [12]

For taking a photo inside of the jaw:

Bring the camera near to mouth, place the lens at the bottom for a picture of the palate, and turn the top
of the camera forward so that the lens is facing up. Then flex the head back (12]
To take a picture of the jugal mucosa, rotate the lens and head slightly to the left so that the inside of the cheek

is oriented towards the lens (12]
Setting of mobile phone camera

Set landscape (horizontal) format (16:9) [12]

Choose the highest resolution (dimensions and weight) offered by the smartphone’s camera

Selecting audible indicator [12]

Assigning the “shutter release” or “take picture”function to the sound buttons on the phone for selfie [12]
Using only the back mobile phone camera with at least 3 MP [12]

Not use magnification (stay on thex 1 (1 x) zoom). Including surrounding structure to provide information
on the orientation, site, and size of the lesion [12, 13]

Photo sending requirements
[12,13,30-32, 54]
Demographic information [13]
Clinical information [8, 42, 51, 54]

Photo visualization

Communication tool: Email, teledentistry platform, social network application, secure cloud sharing application

Dis Play tools: Smartphone [41, 42], Monitor of laptop or desktop [29, 30, 32, 54]

Ex:"iPhone 4s (Apple Inc. USA) with a screen size of 3.5",“Galaxy S lll (Samsung Electronics Ltd. - Korea)

with a screen size of 4.8"

n m

Ex:"a 14-inch color monitor (KV M1401U; Sony Corporation, Slough, England) " A 43-cm color monitor”;'a desktop
or a laptop with a 14-inch screen or larger," display resolution of 1080 1920 pixels’, “on computer screens, using

secure, interactive conferencing software (Bridgit; Smart Technologies, Calgary, AB, Canada)

"

Conditions: Images should not enhance or modify [41, 42, 54]

systems, one of the reasons for their application is cus-
tomization, which means development based on the
needs and objectives of the users. For instance, most
studies have used such a system for a variety of pur-
poses, including oral cancer screening [11, 15, 45, 49],
remote diagnosis [46, 51], teleconsultation [14, 44, 48,
52], tele-education [47), and obtaining a second oral
medicine opinion [43]. In addition, the increased use of
social networks as a platform for teledentistry could be
attributed to the new coronavirus [17, 38, 40]. During the

COVID-19 pandemic, when the world faced a health cri-
sis, there was no access to in-person oral medicine ser-
vices [4, 17]. Social networks have therefore been used
as an affordable and easily accessible platform for the
general public and healthcare providers to continue pro-
viding care for patients [8, 24, 38], especially for those
suffering from urgent and chronic diseases [7, 9]. Fur-
thermore, using social networks is an emergency alterna-
tive for unique teledentistry systems in countries without
such systems.
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Main-theme

Sub-theme

Description of security services

Confidentiality

Authentication

Privacy

Integrity

Access control

Availability

Patient
de-identification

Patient
Data Encryption

HIPAA confidentiality requirements
Patient confidentiality of software

Patient record confidentiality

Username
and password

Digital certificate

Server authentication

HIPAA regulation

Data protection and privacy
Using protocol
Digital certificates

Data screen
role-based access control

Using offline mode

Backup

- Photography only inside the mouth excluding the face [54]
- Sending images without any form of identification or clinical information [8]

- verbal disclosure of personal information only during video calls, being solely recorded
in physical health records [8]

- Encryption of the image and text document with series numbers to avoid patient ID [29-31]
- Encryption of transferred data in teledentistry networks [16]

- keep user passwords in encrypted text in database tables; and decrypt passwords in real
time using an RD5 algorithm [16]

- Using Digital certificates includes public key, and other cryptographic information [16]
- Considering HIPAA confidentiality requirements [16]

- Patient confidentiality is critical when selecting video communication software [36]

- Consider computer hosting and clinical facilities as confidential electronic records [16]
- Photo uploading to a password-secure Dropbox folder [29]

- User identification using multiple identifiers such as demographics, telephone number,
and ID cards [19]

- User name and password protection [16]

- Move patients to a password-protected virtual waiting room until the clinician is prepared
to admit them to the meeting [17]

- All users must register before use and everyone must have a unique username and pass-
word to connect to the system [45]

- Use the user ID and password to login to the system and open a new teleconsultation
request [48]

- Access information from a custom-made website through secure login [45]

- Use certificates for health care providers on the intranet system, including log-in screens
with unique identifiers and passwords [16]

- The Digital certificates serve to verify that the participants are authentic [16]
- Digital certificates must be changed periodically [16]

- Authentication of the server by means of the Microsoft/Microsoft Transaction Server security
system with access available through secure back door ports such as SFTP and direct web
script technologies [16]

- Considering HIPAA privacy regulations for All members of a health care team and the tel-
edentistry network [16]

- consider an advanced computing facility for housing the databases of electronic dental
records and teledentistry [16]

- privacy requirements must also be respected [12]

- Using GDPR approvals in information processing [24]

- Using a restricted secure file transfer protocol (SFTP) [16]

- Using digital certificates in TLS to prevent eavesdroppers from monitoring data transfers [16]
- User’s digital signature [16]

- Screen data for completeness, consistency, and any irregularity by security filters[16]

- Access to the system for healthcare providers based on their role and a unique username
and password. Security password tables are not available to public or clinical system admin-
istrators [16]

- Saving data in offline mode when the internet is disrupted and uploading data automati-
cally to the server when an internet connection is available [45]

- Maintain medical records in the database on the mail server and in the scanned medical
records system [50]

- Print and file paper copies of the Patient Initial Electronic Report and Consultant Response
in the Patient Notes at the Assessment Clinic, if system error occurs [14]
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Main-theme Sub-theme Description of security services
Device and Physical security - Delete photo from the smartphone after uploading it to Dropbox [29]
media security . ) ) )
controls firewalls - Providing security through firewalls for dental records to be stored in an electronic database
(16]
filtering - Router filtering [16]

Secure internet

TLS, SSL

Secure application

- Using the HPSS net, a secure version of the Internet [14]

- Once on the intranet, create a Transaction Layer Security [TLS] or Secure Socket Layer (SSL)
connection between each clinic and the host server in order to prevent external system
hacking [16]

- An Internet-based consulting system requires a secure Internet-based application [50]

- Security is paramount when choosing the Video Communications software [36]
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In contrast, the telephone was the least u

sed platform  resulting in a decrease in diagnostic accuracy. Using the

for teledentistry [33, 34]. Owing to the significance of phone with other platforms could be more effective and
lesion observation and intraoral examination in patient improve the accurate diagnosis of oral lesions and other
evaluation within oral medicine [58], applying a phone disorders.

call as a teledentistry platform poses limitations. Special- The type of interactions have been categorized into

ists cannot access videos and photos of the

patient’s oral  three categories: store and forward, real-time, and

lesions due to restrictions in the phone infrastructure, both. Most studies have reported store and forward
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communication [11, 14, 15, 19, 29-32, 35, 38, 39, 41, 49,
52, 54]. This may be explained by technical issues related
to internet connections in remote and underserved areas,
leading to less real-time interaction use [11, 19, 59]. In
addition, store and forward communication has several
advantages over real-time interactions; most impor-
tantly, there is no need for the patient and the consult-
ant to overlap over time and space, and it also makes it
possible to assess a larger number of patients per session
[6]. However, the evidence shows advantages to using
both types, so using them together can be more efficient
[2, 6, 10]. Many studies combined both communication
methods [16, 24, 40, 43, 45-48, 50, 51, 53]. For example,
remote visits [24,40) and remote triage [53] were con-
ducted with this approach. Initially, videoconferencing
was utilized for patient evaluation, followed by store and
forward communication to determine the final diagnosis
and treatment plan. Making accurate decisions depends
on sending the patient’s clinical documents, such as
intra-oral photography, X-ray image, and pathology
report to the specialists [11, 29, 33].

According to the results of this study, teledentistry in
oral medicine utilizes oral photography tools that fall
under four main categories: mobile phone cameras, digi-
tal cameras, and intraoral cameras. Most studies have
pointed to the use of mobile phone cameras. It is clear
that mobile phones have a high penetration rate and
ease of use and are available for patients and health care
providers [29, 54, 60]. In addition, smartphones with
high-quality cameras can deliver high-quality photos
that increase diagnostic accuracy without using digital
or intra-oral cameras, which are more expensive than
mobile phones [8, 15, 54]. Consequently, many dental
clinics, particularly small and remote clinics, use mobile
phone cameras, as they need help to afford the costlier
digital and intraoral cameras [13).

The results of this study showed that seven factors
categorize photography recommendations. Most of the
studies have concentrated on light [12, 13, 15, 51], photo-
sending requirements [13, 30-32, 42, 51, 54], and photo
visualization [29, 30, 32, 41, 42, 54]. In terms of light,
several studies have suggested the importance of avoid-
ing both overexposed and underexposed conditions [12,
15, 51]. These recommendations hold significance as
the quality of the pictures submitted greatly influences
the remote management of oral medicine conditions by
specialists in this field [7, 40]. Also, accurate decision-
making on final diagnosis is an important component
of teledentistry. Therefore, high-quality photography is
essential in improving the reliability of diagnosing oral
lesions using teledentistry [15]. In this regard, several
studies have highlighted the provision of a training guide
to take photographs of the oral cavity for both healthcare
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workers and patients before using teledentistry [13, 15].
Another reason for providing photography recommenda-
tions of the oral cavity in teledentistry in the field of oral
medicine is the importance and emphasis on obtaining
high-quality images for various applications of teleden-
tistry in the field of oral medicine, including tele-con-
sultation [36, 38, 42, 48], tele-diagnosis [29, 31, 51], and
tele-screening [11, 45, 54]. Photography is also important
to document visual changes over time and facilitate col-
laboration across disciplines [13].

In terms of security services, the system offers them
to safeguard the resources within the system [61]. With
the increased use of teledentistry services in the field of
oral medicine, particularly during the COVID-19 pan-
demic [17, 24, 29, 36-38, 40, 44, 56], to protect teleden-
tistry platforms such as e-mail, social media, unique
teledentistry systems, and phones from security threats,
the adoption of these security services is critical to the
application of teledentistry [16, 22]. According to the
present thematic results, security services are classified
into seven main themes: confidentiality, authentication,
privacy, integrity, access control, availability, and device
and media security controls. In this respect, many stud-
ies have focused on data confidentiality [8, 16, 29-31,
54], authentication services [16, 17, 19, 29, 45, 48], and
reported techniques for those services. Concentrating
on data confidentiality because an unauthorized person
cannot see the text of the messages, the identity of the
source and destination, the number of times the message
is sent, and the length of the message [62]. One of these
techniques is data encryption, which several studies have
highlighted. For example, several studies have underlined
patient data encryption to encrypt photos and text files
with serial numbers to avoid patient IDs [20, 29, 30].
Authentication guarantees that communication between
two users is authorized [63]. In this regard, some studies
have pointed out things such as the use of server authen-
tication [16], digital signatures [16] and user names and
passwords [16, 17, 19, 29, 45].

The strength of this scoping review lies in its ability to
utilize thematic analysis and result categorization, ena-
bling the use of its findings as a guide. Researchers and
healthcare facilities can use this guide to enhance the
security of teledentistry services, improve diagnostic
accuracy, and provide high-quality care and treatment.
This scoping review was limited to those articles which
were published in English.

There are several suggestions for further research. For
instance, conducting comparative studies to identify the
advantages and limitations of each teledentistry platform
in terms of delivering oral healthcare service, identifying
potential vulnerabilities and developing robust security
protocols to protect patients’ sensitive information, and
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assessing the impact of training programs for oral health-
care professionals for applying teledentistry platforms
on diagnostic accuracy, patient care, and overall service

quality.

Conclusion

This study aims to address three key questions. First,
identify the basic technical requirements for applying
teledentistry in oral medicine. The synthesis of included
studies revealed that specialized systems developed for
teledentistry in oral medicine necessitate appropriate
platforms, a stable internet connection, suitable pathol-
ogy tools, and specific types of interactions. According
to the current findings, social network applications like
WhatsApp and Zoom have been increasingly utilized.
The second question focused on identifying security ser-
vices for implementing teledentistry in oral medicine.
Based on the present results, confidentiality, authentica-
tion, privacy, integrity, access control, availability, and
device and media security control are considered cru-
cial considerations. Finally, regarding the third research
question, identifying the photography recommendation
for applying teledentistry in oral medicine, the present
results indicate that recommendations for mobile phone
camera photography depend on factors such as general
conditions, lighting, patient positioning, phone orienta-
tion, camera settings, and photo-sending requirements.
Given the increased use of mobile cameras for oral pho-
tography, adherence to these recommendations can
enhance image quality and subsequently the reliability
of clinical decision-making in managing patients’ con-
ditions. Seven security services have been employed in
applying teledentistry, with confidentiality and authenti-
cation services being highlighted in a greater number of
studies.
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